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Introduction

Internet and email technologies have become critical tools in the small to and medium-
szed business world, presenting opportunitiesfor increased efficiency, flexibility, and
communications. However, the same open architecture that alows for those gains also
presents risks.

This blessing and curse quandary places stresses on the business community. New threats
from avariety of sources arrive daily, and it seems impossible to account for and defend
againgt all of them. Of course, there are reasonable measures that can be taken to insure
the safety of your business data.

This white paper will discuss the main source of threats and practical ways to avoid a
business disaster.
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The Data Security Problem

The 2004 Computer Crime and Security Survey published by the FBI and Computer
Security Institute shows just how pervasive security threats are for organizations:

88% of respondents detected computer security breaches within the last 12 months
74% acknowledged financial losses due to computer breaches

72% of respondents cited their Internet connection as a frequent point of attack, up
from 59% in 2000

38% of respondents cited their internal systems as a frequent point of attack

According to a recent study by PriceWaterhouseCoopers, the worldwide loss of revenue
due to security breaches totaled $1.4 trillion.

Ancther PriceWaterhouseCoopers study shows that 70% of small businesses that have a
major data loss will be out of business within the year. Each year 25% of al PCs will
have a data loss. Ninety-six percent (96%) are never backed up.

Add to this the fact that smaller firms, those with 5-200 employees, typically do not have
dedicated staff to keep up with the changes in security threats. The typical business has a
relationship with an “IT guy” that is usualy termed a “break-fix” guy. For example, “my
email is not working,” “my computer won't start,” etc. They are rarely consultants that
evaluate your business from a data security perspective nor are they likely to be schooled
in that specialty. This leaves the small to medium-size business in a vulnerable position
from the myriad threats that can stop business all together. Data Security Solutions has
identified 5 major points of data vulnerability.
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Local Backup Solutions

Small to medium-size businesses are typically more narrowly focused, with smaller
budgets and no in-house expertise in the area of data security. Thisleadsto security
vulnerabilities. One mgor source of vulnerability islocal backup.

All too oftenbusinesses are using tape backup. Tape is unreliable. Industry data shows
that 50% of the tape backups are not useable. Floppies and Zip drives can be worse. All
are subject to data loss and human error. And, if yous are like most organizations, you
never test to see if the data are valid. In addition, tape backup restoration procedures can
be up to 400 times slower than recovering data from a disk. Most taxing is the cost and
effort it takes to administer tape backup systems, rotating tapes, checking them and
trangporting them offsite.

Businesses not using tape, CD, or Zip drives are likely relying on cheap sub $200 hard
drives that have no interna cooling mechanism, making the average life span far shorter
than high quality hard drives, which can last for 10-20 years.

Data Security Solutions recommends at a minimum:

Hard drives with ametal casing assembly (not plastic)

Hard drives with an internal cooling mechanism to provide optimum operating
temperature for long life such as our GT 050Q 7,200 RPM Hard Drive.
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Off-Site Backup Strategies

If alarge number of small to medium-size businesses have inadequate local backup, afar
greater number do not have areliable off-site backup system. Most have no system in
place and are at severe risk to natural disasters (fire, flood, etc.) and malicious viral
infections that can destroy critical business data. For example, with no reliable off-site
backup system in place, a fire could destroy a business. The cost to that businessis
incalculable, yet many take the risk.

An off-site backup strategy involves two primary components:

1. A reliable software system that backs up all of your data to a data warehouse on a
schedule
2. A reliable and secure data warehouse with 99.999 uptime where the data is stored.

Unfortunately, some off-site backup providers claim to have the safeguards in place that
can guarantee companies recovery of their business data, but do not in fact take the
measures necessary to ensure that your data will be available in case of disaster.

Some of the measures that should be in place for any off-site backup facility are:

Secure bank-level encryption employed when transferring data

Multi-diesel generator power backups for the data warehouse

Biometric (hand print, voice print) physical security allowing only authorized
employees within the data warehouse

A software tool to restore your data in an easy automated fashion, should disaster
occur

Triple level authentication for access to you data in the warehouse (username,
password, and one more authentication procedure).

Data Security Solutions offers off- site backup that meets these stringent requirements.
Our “set it and forget it” approach allows companies to focus on the important things,
such as sales and service.
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Network Security Implementation

Some businesses rely on inexpensive and poorly made router hardware that lacks the
necessary tools to protect their network and their data. In fact, the majority of small to
medium-size businesses are setup only to wait for network attacks then hope their anti-
virus software is working, is up to date and able to extinguish the threat.

Unfortunately, this approach leaves businesses with a critical vulnerability. For example,
there are vir uses that pass through an inexpensive router undetected using a common
Internet access point, then take secure control of a PC or server and cannot be
extinguished by anti- virus software. Once a virus is able to run in memory and gain
certain access rights, anti- virus software on that PC or server is rendered useless.

Data Security Solutions recommends the purchase of routers that have built-in anti- virus,
anti-spyware, and network intrusion detection. This approach means there is now a guard
at the door of the businessinstead of waiting until the breach has occurred. Anti-virus and
anti-spyware “at the door” destroys threats long before they touch a single PC or server in
your business. Network intrusion detection examinesin high detail every data packet
going in and out of your business. Any data packet flagged as malicious or suspiciousis
stopped “at the door.” All Data Security Solutions routers have up to date anti- virus, anti-
spyware, and network intrusion detection protecting your business in rea-time before it is
too late.
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Software Encryption

If the number of small to medium: size businesses implementing off-site backup is small,
then the number employing encryption technology is even smaller. Nearly every week,
the news reports another |aptop stolen that had credit card numbers, or a computer was
stolen with Social Security numbers, etc. If those computers had employed data
encryption solutions, then the data on those computers would be useless to those who
stole them. Yet, too many businesses store sensitive data on computers that can be easily
compromised by employees, hackers or thieves.

There are two primary forms of data encryption: hard disk sector level and file or folder
level encryption. Hard disk sector-based encryption encrypts the entire hard drive,
rendering data completely undecipherable to unauthorized users. File or folder based
encryption allows a business to specify which files or folders should be encrypted. For
example, a smple form letter to a customer would not be encrypted but the company
customer database would.

Data Security Solutions offers both hard disk sector-based and file or folder encryption
solutions. In addition, our encryption solutions offer pre-boot authorization protection
This process creates a separate part of the computer where users log in that is unreachable
by any hacker. This ensures that disk data remains encrypted and hack-proof.




Securing the Small to Medium Business

Power Source Protection

One area of data security not often thought of is power protection. The mgjority of small
to medium-size businesses use simple surge protectors to defend their businesses from
power fluctuations, power loss, or damaging power spikes that can destroy a computer
and al the data in it. Contrary to common belief, surge protectors are completely
inadequate for protecting el ectronic equipment. They cannot regul ate power fluctuations,
do not provide for battery backup in case of power loss, and cannot stop serious power
spikes that will damage electronic equipment and mission critical data

Data Security Solutions recommends that businesses employ only uninterrupted power
supplies to protect their businesses from power problems. Uninterrupted power supplies
protect electronic equipment from any power fluctuation, warranty their protection,
assign battery backup when power is lost, and offer powerful management software to
monitor power conditions and gracefully shut down applications and computersin the
event of power failure.

Data Security Solutions deploys top of the line APC (American Power Conversion)
power protection solutions, including customized software management setup tailored to
your business.
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Conclusion

Lack of education is the primary reason for the woeful state of data security in the small
to medium-size business community. Most businesses are understandably concentrating
on day-to-day issues and are not focused on long-term strategies to maintain business
continuity. Data Security Solutions is committed to bringing the best, most affordable
technol ogies and expertise to secure data for the small to medium-size business
community. Deploying strategies like those discussed in this paper will ensure that
business data is secure and the business will not suffer a deadly blow that can bring a
powerful end to profitability and have a disastrous impact on customers.

To find out more on how Data Security Solutions can help your business, contact us toll
free at 877-651-7032, email us at info@datasecuritysolutions.net, or visit our web site at
www . datasecuritysol utions.net.




